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Introduction
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Often, while standard policies do exist, IT managers 
are having to firefight; so it’s no wonder that the 
basics sometimes get overlooked.

In this handy guide, you’ll find ten practical steps 
to help you simplify your school ICT infrastructure; 
freeing you up to get on with making more 
strategic improvements.

“Technology is here to stay, but 
we need to get smarter on how 
best it can be used to improve 
teaching and learning.”
School Network Manager, North Yorkshire, 
The State of Technology in Education Report 2016-17

With increasingly squeezed budgets, getting the right 
school technology management practices in place can 
be challenging.
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Review your policies & procedures

Due to increased levels of child safety concerns, it’s vital that everyone knows what is and isn’t 
acceptable when it comes to using tech in schools. As such, your Acceptable Use Policy (AUP) probably 
already covers things like inappropriate Facebook communication and not sharing images of pupils 
online without parental permission.

But more than this, your policies and procedures should also take into account the latest guidance from 
the UK Council for Child Internet Safety (UKCCIS).

Ofsted Inspection Data 2015

“5% of schools still don’t have an online safety policy.”

Top tips on how to maximise online safety in your school:

Tip: Don’t forget to use your SMT, digital champions, and DSL trained staff to help you deal with the 
various risks related to online activity. You’re not in this alone!

Access the latest and full UKCCIS guidance here

01 Regular review

02 Online safety policies

03 Collaboration

04 Training

05 Monitoring

06 Clear procedures

•  Undertake a systematic and regular review of 
online safety policies.

•  Make sure that these policies are freely and 
readily available on posters, your website and in 
the staff handbook.

•  Collaborate with teachers and parents when 
producing and reviewing policies. Document 
this process.

•  Carry out regular and ongoing training to 
ensure that everyone is aware of the online 
safety rules and expectations, and, in particular, 
the role and responsibilities of the school.

•  Establish monitoring and evaluation processes 
to ensure understanding of, and adherence to, 
online safety policies.

•  Develop and communicate clear procedures 
to support pupils and staff facing various online 
safety issues.

https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
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In the coming years, more schools will embark 
upon their digital transformation journey. However, 
with the rise in online technologies comes an 
increase in cyber threats, as all devices that 
connect to the internet (ACG 2/ActivPanels, 
Android devices, IOS, OSX, Windows, etc.) are at 
risk of being infected with viruses and malware.

Minimise the risk of 
cyber-attacks

Teacher, Essex 
The State of Technology in Education 
Report 2016-17

“Cyber-bullying &  
e-safety are paramount  
as technology is advancing 
faster than the social & 
emotional ability of children 
to use it appropriately.”



“Cyber-bullying &  
e-safety are paramount  
as technology is advancing 
faster than the social & 
emotional ability of children to 
use it appropriately.”
Teacher, Essex  
The State of Technology in Education Report 2016-17
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• Uppercase characters of European languages (A through Z)

• Lowercase characters of European languages (A through Z)

• Base 10 digits (0 through 9)

• Non-alphanumeric characters: ~!@#$%^&*_-+=`|\(){}[]:;”’<>,.?/

• Recommended length between 8 and 16 characters

• Recommended to force password change every 30 days.

The following tips will help keep your users and their 
devices safe, while simplifying the unification and 
management process:

Passwords are recommended to contain characters from three of the following six categories:

Tip 1
Deploy an anti-virus system that will cover all of your 
different operating systems.

Tip 2
Ensure ALL software and operating systems are up to date 
and have the latest security updates installed.

Tip 3
Make sure your system updates automatically.

Tip 4
Make sure that backup procedures are in place and that 
they are fit for purpose.

Tip 5
Train teachers, pupils and other staff how to respond to 
any suspicious emails. Get them to try out this quick test to 
see how they get on!

Tip 6
 Make sure strong passwords are in place as standard.

http://www.intronis.com/msp-resources/smb-phishing-quiz/?creative=Web-2016-SA-SMB-Phishing-CTA
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Tackle IT infrastructure issues

Problem

Restrictions on what teachers can 
download or install

Cannot update apps/software

Blocked websites & firewall issues

Solution

Use free cloud-based technology where 
everything is stored online

Consider combining free educational 
software, with Bring Your Own Device 

(BYOD) initiatives

Look at the benefits of monitoring (rather 
than blocking) software so that valuable 

content can be accessed

Follow these top tips to navigate around some of the 
common infrastructure problems faced by IT managers 
across the UK today.

Without incurring any additional costs!



Go green

Boost productivity
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Think about implementing energy-saving software to 
switch off IT equipment when not in use. This will bring 
down energy expenditures and lengthen the lifespan  
of your devices.

To make the most of your resources, take advantage  
of free productivity tools.

Tip: Don’t forget to migrate away from legacy operating systems (e.g. Win XP) which are no longer 
supported by Microsoft!

Also, for schools that are serious about reaping the 
educational benefits of technology, powered by 
Promethean’s external Android™ processor, the 
next generation of ActivPanel creates a seamless 

teaching and learning experience that brings all 
content and classroom interactivity to life in one 
easy solution.
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•  Access Office applications such as Word, Excel, 
PowerPoint, Outlook, Publisher and OneNote.

•  Get 1TB of online cloud storage space (doing 
away with the need to provide costly onsite 
storage facilities).

•  Access a corporate social network to help 
teachers collaborate across departments.

•  Access Google Mail, Drive, Classroom, Docs, 
Sheets, Slides, Sites and Calendar.

•  Benefit from one-on-one support from a Google 
for Education partner.

•  Get 1TB of online cloud storage space.

•  Access a cloud-based platform for the creation 
of lessons, assessments, and assignments with 
real-time assessments and instant polling.

•  The ability to share information between pupils 
and teacher devices such as interactive 
whiteboards, Promethean ActivBoard, 
iPads, ActivPanel, notebooks, laptops and 
Chromebooks. 

•  A device agnostic platform that lets you upload 
resources regardless of the format (e.g. Google 
Docs, PowerPoint, etc.).

Microsoft Office Suite

Microsoft Office Suite 
for Classflow

Google Docs
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Don’t forget to 
migrate away from 
legacy operating 

systems (e.g. Win XP) 
which are no longer 

supported  
by Microsoft!
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Keep it compatible

Microsoft Office Suite benefits from cross-platform compatibility 
with Android, IOS. OSX and Windows devices.

Google Docs benefits from cross-platform compatibility with 
Android, IOS. OSX and Windows devices.

ActivPanel allows you to bring all devices into one place and 
works as a ‘hub’ of the classroom.

With the unification of technology in your school helping 
to make your day-to-day job easier, your IT should be 
compatible wherever possible.

Don’t forget health & safety:

Make sure all IT 
equipment is PAT Tested 
and safe to use.

Advise pupils and 
teachers about good 
practice when using 
computers.

Put cable management 
systems in place to 
mitigate trips and falls.

Take any damaged 
equipment out of 
service to be repaired or 
replaced.
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This should include things such as:

Students should be taught never to give out personal data as part of e-safety education. Find out more 
on the latest government guidance on how schools should protect data online.

Protect your data

Make sure your school’s AUP covers data protection.

•  Obtaining parental permission to gather and 
hold personal data.

•  A website privacy statement which states how 
information is acquired and how it will be used.

•  Guidelines on how personal data is shared 
between students and staff. (e.g. when sending 
bulk emails, making sure staff don’t use the CC 
function so that parent and pupils emails are 
not disclosed).

•  Policies on using student images and names on 
school websites.

•  Guidance on logging off or locking devices 
when not in use.

•  Guidance on physically storing mobile devices 
to minimise loss by theft.

•  Making sure all IT equipment is asset tagged 
with identifiable serial numbers and locations 
so that in the event of theft, items can be 
accounted for.

•  Making sure teachers understand the AUP to 
protect your school and its data.

https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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•  Which problems you are trying to solve and how will ITIL help you to do this?
•  Do you have a clear strategy for implementation? 
•  Do you have the necessary resources for implementation? 
•  How will you ensure buy in from your SMT? 
•  How will you communicate any necessary changes?
• How will you deal with any resistance? 

• Established central point-of-contact for users
• Established processes to manage change
• Categorising incidents and service requests 
• Prioritising requests 
• Setting internal SLAs (Service Level Agreements)
•  Ongoing monitoring of capacity to ensure SLAs are actively managed

Things to include when implementing ITIL in your school:

Things to consider before implementing ITIL in your school:

Service 
Operation

Service 
Transition

Service 
Design

Introduce ITIL (Information Technology 
Infrastructure Library)

Adopt a set of practices for IT management which focus 
on the needs of the end user. ITIL is a common foundation 
to increase satisfaction and reduce costs.

ITIL
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Bring edtech into the classroom

Consider how you can help your school with the 
introduction of the following to get ahead of the curve:

As well as looking after the day-to-day ICT infrastructure, 
today, school IT managers also have to support educators 
as they strive to introduce new learning-based tools into 
the classroom.

Helping pupils to understand complex subjects and 
theories in a way that captures the attention of 
even the most disengaged of pupils, The Institute 
of Play has highlighted the active role of games in 
cognitive and social development.

Audio-based educational material can be 
downloaded and accessed anywhere; lending 
itself to flipped learning teaching methods and 
saving teachers time in the long run.

Gamification

Podcasts

There are many ways teachers can use social 
media in their classrooms. For example, social 
networks can connect educators, students and 
external experts. Likewise, free blog hosting 
services like Blogger and WordPress can create 
blogs where teachers post notes, assignments, 
downloadable e-books, etc.

Social Media

Teachers all over the world have started to grasp 
the potential of this new way of immersing students 
into a topic. Today, VR and AR are being used 
to create multi-sensory, immersive experiences, 
changing the world of learning forever. Find out 
more about VR in education.

Unlike desktop computers, mobile devices 
facilitate flexible classrooms and learning styles. 
What’s more, with a plethora of mobile devices 
available outside the classroom, the teacher-
pupil relationship is no longer confined to lesson 
times alone. Capitalising on this, the Bring Your 
Own Device (BYOD) initiative allows children to 
use technology the way they do at home, better 
reflecting their life outside the classroom and 
facilitating learning in the most natural way for 
them.

Augmented/Virtual 
Reality (AR/VR)

Mobile Technology

http://thedianerehmshow.org/shows/2015-06-23/how-digital-games-can-help-kids-learn
http://thedianerehmshow.org/shows/2015-06-23/how-digital-games-can-help-kids-learn
http://resourced.classflow.co.uk/vr-education-imagination-virtual-reality/
http://resourced.classflow.co.uk/vr-education-imagination-virtual-reality/
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As well as looking 
after the day-to-day 

ICT infrastructure, 
school IT managers 
also have to support 
educators as they 

strive to introduce new 
learning-based 

tools.



Helping to address your day-to-day challenges 
by adopting a unified and proactive approach 
to technology management, you can make 
efficiency savings, maximise bang for buck, simplify 
the ongoing management of your school ICT 
infrastructure, and demonstrate your value.

Start rationalising your 
school’s technology 
today find out more 
about ActivPanel
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In conclusion

https://www.prometheanworld.com/gb/products/interactive-displays/activpanel/
https://www.prometheanworld.com/gb/products/interactive-displays/activpanel/


About Promethean

At Promethean, we’re focused on providing inspiring and engaging digital 
tools that redefine the modern classroom. We design interactive, award-
winning education technology, including the revolutionary front of class 
display ActivPanel that allows educators to enhance their teaching methods 
and improve attainment across their schools. 

Our content hub, ResourcEd, provides in-depth analysis of the current 
education landscape for teachers, SMTs and education leaders. We discuss 
everything from holistic strategic insight to practical tips that staff can 
implement quickly and easily. 

To find out more about Promethean or our education technologies, visit the 
Promethean World website. Or get in touch: 

Phone
+44(0) 1254 298598

Email
info@prometheanworld.com

Address
Promethean House, 
Lower Philips Rd, 
Whitebirk Industrial Estate, 
Blackburn BB1 5TH

Why not share this piece with your colleagues or staff? 

https://www.prometheanworld.com/gb/products/interactive-displays/activpanel/
https://www.prometheanworld.com/gb/products/interactive-displays/activpanel/
https://resourced.prometheanworld.com/?utm_campaign=2017-pr-future-education&utm_source=pardot&utm_medium=email&utm_content=qg-simplify-tech
https://www.prometheanworld.com/gb/
https://www.prometheanworld.com/gb/
mailto:?subject=A%20quick%20guide%20to%20simplifying%20school%20technology&body=I%20just%20read%20this%20guide%20from%20Promethean,%20and%20I%20thought%20you%20might%20be%20interested%20in%20reading%20it%3A%0Ahttp://www2.prometheanworld.com/simplify-technology

